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Abstract

The automatic collection, storage, and analysis of user-generated digital traces by public and pri-
vate actors (i.e., dataveillance) becomes salient to users through triggers of a sense of dataveil-
lance. This can lead to a range of consequences, including democratically concerning responses
such as the self-inhibition of legitimate digital communication behavior, known as the chilling
effects of dataveillance. User-centered empirical research on the characteristics and determinants
of such triggers remains scarce. Relying on a semistructured qualitative diary study with Swiss
internet users, this article aims to map these triggers by (1) identifying and characterizing the trig-
gers of a sense of dataveillance and (2) determining which everyday life events become triggers and
why. The results show that triggers can be characterized by who initiates the everyday life event
that becomes a trigger (i.e., corporate actors, public actors, private individual actors, and the self)
and that everyday life events become triggers when users consume information about dataveil-
lance or feel that they are or someone else is subjected to dataveillance. This is determined by
the users’ dataveillance imaginaries and the visibility of dataveillance practices. This article provides
an innovative user-centered contribution to research on individual differences in experiencing trig-
gers of a sense of dataveillance and hence adds to the empirical understanding of the formation of
chilling effects.
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Introduction

Individuals in digitalized societies generate a myriad of digital data traces when using digital ser-
vices. This process makes many aspects of life more efficient and convenient for users, for instance
through content personalization (Strycharz et al., 2019a), enhanced communication across plat-
forms and apps, and innovative opportunities to participate in the digital economy (Plantin &
Punathambekar, 2019). At the same time, public and private actors use such digital traces to moni-
tor the online activities of users to gain economic profit and safeguard national security. This digital
dataveillance entails the collection, retention, and analysis of digital traces in an automated, con-
tinuous, and unspecific manner (Biichi et al., 2022). The term differs from broader understandings
of surveillance and emphasizes the impact of digital technology on personal or mass surveillance
(Clarke, 1988). Dataveillance practices can become salient to individuals and elicit a feeling of
being watched or listened to (Segijn & van Ooijen, 2020; Strycharz et al., 2022). Such a sense
of dataveillance is subjective and does not require evidence of actual dataveillance. When indivi-
duals’ sense of dataveillance is heightened, they can respond by self-inhibiting their legitimate com-
munication behavior, a phenomenon known as the chilling effects of dataveillance (Biichi et al.,
2022). Examples include people refraining from searching for information on sensitive topics, voi-
cing their opinions, or disclosing personal information online. Such chilling effects are not desirable
as they undermine the crucial role of digital communication in contemporary democratic societies:
When digital communication is subjected to surveillance, people can be deterred from utilizing
digital media for everyday activities, personal growth, societal participation, or political advocacy.
From a societal perspective, limiting individuals’ freedom to engage with digital media can have
detrimental consequences (Biichi et al., 2022; Penney, 2022). Considering chilling effects as a
potential danger of dataveillance, the question arises as to what elicits people’s sense of dataveil-
lance. We conceptualize events in everyday life that heighten people’s sense of dataveillance,
mediated by technology or not, as triggers of a sense of dataveillance. These triggers are the starting
point of the causal mechanism of chilling effects and thus need to be investigated to understand the
formation of a sense of dataveillance and subsequent behavioral modifications (Biichi et al., 2022).
Due to the subjective nature of the sense of dataveillance, whether everyday life events become trig-
gers varies at the individual level.

To deal with possible consequences of a sense of dataveillance and related societal risks, it is
important to consider the governance of both dataveillance practices and their unintended and
undesired consequences like chilling effects. Therefore, a thorough theoretical and empirical under-
standing of the formation of a sense of dataveillance and the factors contributing to individual dif-
ferences in people’s perceptions and responses is required. However, comprehensive and
systematic user-centered empirical research on the formation of a sense of dataveillance remains
scarce (Zhang et al., 2023). Thus, rather than investigating individual differences in perceptions
of dataveillance and responses to a sense of dataveillance such as chilling effects (e.g., Kappeler
et al., 2023), this study aims to map the specific triggers of a sense of dataveillance. It explores
from a user perspective (1) what the triggers of a sense of dataveillance are and how they can be
characterized, and (2) which everyday life events become triggers and why. To answer these
research questions, we conducted an in situ qualitative digital diary study with internet users in
Switzerland. First, the results include a systematic characterization of online and offline triggers
of a sense of dataveillance based on the perceived trigger-initiating actors. Second, our findings
show that everyday life events become triggers when users consume information about dataveil-
lance or when they feel that they are or someone else is subjected to dataveillance. Determinants
of such events becoming triggers are users’ dataveillance imaginaries (Kappeler et al., 2023) at
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the person level and the visibility of dataveillance practices at the trigger level. We also found that
triggers can activate negative feelings in users when they consider the intrusiveness of dataveillance
disproportionate to its purpose, they are uncertain about how dataveillance works, and user agency
is low. Hence, this study expands on prior theoretical research on the causal mechanism of chilling
effects (Biichi et al., 2022) and adds to user-centered empirical research on the sense of dataveil-
lance (Strycharz et al., 2022; Zhang et al., 2023) by examining how triggers form such a sense
of dataveillance and by exploring the subjective nature of triggers as well as the possible conse-
quences of an increased sense of dataveillance.

Theoretical Background

Defining Dataveillance

Contemporary dataveillance practices have been facilitated by the advent of digitalization. Their
societal relevance can be understood in the context of three characterizing coevolutionary socio-
technical transformations: datafication, algorithmization, and platformization, also known as the
digital trinity (Latzer, 2022). In a nutshell, datafication reproduces various aspects of life in the
form of (big) data, algorithmization extracts capital from these data, and the platformization of
diverse markets optimizes the organizational conditions for further datafication and algorithmiza-
tion (Latzer, 2022).

These three processes have also affected surveillance practices. While traditional understandings
of surveillance before digitalization concerned individuals and physical spaces, the subjects of cur-
rent dataveillance practices are disembodied and deterritorialized data points representing indivi-
duals or spaces. Due to the unprecedented amount of data points generated in digitized societies,
dataveillance practices have exposed new areas of life to surveillance and allowed for the combined
analysis of linked data points, expanding the overall impact of traditional surveillance (Clarke,
2019). Thus, dataveillance has become an infrastructural practice combining data from formerly
distinct spheres (Lyon, 2022) and accumulating them into an ecosystem of connective media
(van Dijck, 2014).

Dataveillance is therefore defined as the collection, retention, and analysis of digital traces in
automated, continuous, and often unspecific ways (Biichi et al., 2022; Lyon, 2022; van Dijck,
2014). It aims at capitalizing on its outcomes using algorithmic selection (e.g., through the person-
alization of content). This has implications for privacy, and such profiling can, for instance, lead to
the discrimination of certain groups and individuals (Biichi et al., 2020; Clarke, 2019).

The Chilling Effects of Dataveillance

At the individual level, a heightened sense of dataveillance can lead to behavioral responses such as
the self-inhibition of legitimate digital communication behavior, a phenomenon referred to as the
chilling effects of dataveillance (Biichi et al., 2022; Penney, 2022; Solove, 2006; Stoycheff,
2016, 2023). The causal process of chilling effects was theoretically modeled by Biichi et al.
(2022; Figure 1).

According to this model, a sense of dataveillance can be heightened through salience shocks,
which include triggers of a sense of dataveillance. This increases people’s expectations of negative
outcomes resulting from engaging in uninhibited digital communication behaviors, renders their
attitudes toward them less favorable, and lowers their intention to engage in them, which leads peo-
ple to inhibit themselves online (Biichi et al., 2022).
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Figure |. Mechanisms of the Chilling Effect of Dataveillance Practices on Digital Communication.

Note. From “The Chilling Effects of Digital Dataveillance: A Theoretical Model and an Empirical Research
Agenda,” by M. Biichi, N. Festic, and M. Latzer, 2022, Big Data & Society, 9(1), p. 7 (https://doi.org/10.1177/
20539517211065368).

This model provides the theoretical context for this study and emphasizes the relevance of the
concept of a sense of dataveillance as the starting point for the chilling effects hypothesis—an
undesirable phenomenon that has been empirically evidenced: A representative online survey in
Switzerland found that around 80% of the online population reported self-inhibition in information
search, opinion expression, or information disclosure online (Latzer et al., 2023b). Empirical
research has explored how users imagine dataveillance and how this connects to self-inhibition
online (Kappeler et al., 2023). Yet, this high prevalence of self-reported chilling effects highlights
the need for more in-depth investigations into how a sense of dataveillance is formed.

The Formation of a Sense of Dataveillance

A sense of dataveillance is the cause of the self-inhibition of digital communication behaviors
(Biichi et al., 2022). This feeling of being watched or listened to online has also been discussed
under the term perceived surveillance (Strycharz & Segijn, 2022) and has been linked to other
user responses, such as enhanced privacy protection measures (Strycharz & Segijn, 2024). This
study focuses on the concept of dataveillance as opposed to the broader concept of surveillance
to emphasize the role of digital technology (Kappeler et al., 2023). In addition, we use the term
sense rather than perception to reflect the experiential dimension of the concept.

Experiencing a sense of dataveillance is inherently subjective because it does not require evi-
dence of being subjected to dataveillance. Rather, individuals’ degree of confidence in being sub-
jected to dataveillance can vary. Thus, the sense of dataveillance resembles a belief-like state not
necessarily constrained by the truth (Arcangeli, 2019; Kind, 2016). This relates to the psychological
notion of thought confidence (i.e., the general state of certainty in one’s thoughts; Tormala et al.,
2008). This thought confidence can affect the perception of information, shape the responses to
it (Grigorios et al., 2022), and affect subjective knowledge formation (Kruglanski, 1990).
Empirical research indicates that thought confidence affects the perceived validity of and reliance
on cognitive responses (Petty et al., 2002) and is influenced by individuals’ emotions that become
salient when exposed to information (Petty & Brifiol, 2014; Stavraki et al., 2021). Applying the
notion of thought confidence to a sense of dataveillance and the triggers that lead to it, individuals’
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confidence in being subjected to dataveillance can arguably vary. This, in turn, can affect whether
everyday life events become triggers and how dataveillance imaginaries are formed.

The Triggers of a Sense of Dataveillance. Individuals’ sense of dataveillance increases when dataveil-
lance becomes salient to them (Biichi et al., 2022). Everyday life events that make dataveillance
salient and thereby elicit or heighten individuals’ sense of dataveillance can be defined as triggers
of a sense of dataveillance. Within the theoretical model of the chilling effects of dataveillance
(Biichi et al., 2022), these triggers are considered a subgroup of salience shocks (see Figure 1)
because they entail subtle and habitual events in everyday life and do not focus on disruptive shocks
such as public disclosures and scandals.

This understanding of triggers is rooted in discussions on cues of traditional surveillance of indivi-
duals and physical spaces (White & Zimbardo, 1975) and the watching eyes effect (Penney, 2022):
Empirical research in psychology and behavioral economics has demonstrated that images of eyes glan-
cing at individuals can create a sense of being watched, which, in turn, increases norm-conforming
behavior and reduces antisocial behavior (Dear et al., 2019; Manesi et al., 2016). Such behavioral
responses have also been found for surveillance cues like closed-circuit television (CCTV) cameras
(Jansen et al., 2018), body cameras (Ariel et al., 2018), and eye-tracking technology (Nasiopoulos
et al., 2015).

Translating these findings to digital societies, a comprehensive understanding of what triggers a
sense of dataveillance is missing. A fragmented body of research has suggested a list of everyday
life events that are likely to heighten a sense of dataveillance in internet users. These include
dataveillance-related news articles (Penney, 2016), personalized advertisements (Frick et al.,
2021; Grigorios et al., 2022; Strycharz et al., 2019a; Strycharz & Segijn, 2022), notifications about
data regulations (Shankar et al., 2021; Stoycheff, 2016), disclosure of (sensitive) information (Dev
et al., 2020; van Schaik et al., 2018), self-monitoring practices (Lupton & Michael, 2017), other
people’s information sharing behaviors (Spottswood, 2017), and being contacted by strangers
(Dev et al., 2020).

Furthermore, Zhang et al. (2023) found that technologies and devices (e.g., apps, smartphones,
speakers, watches, and web browsers) can trigger a sense of dataveillance in users, but it is unclear
which aspects of these technologies do this. In line with Neisser (1978), whether an everyday life
event becomes a trigger is determined by people’s dataveillance imaginaries (their schemata), the
characteristics of the event (the available information), and how the event is experienced (explor-
ation). In turn, the perception of everyday life events as triggers shapes dataveillance imaginaries
and the anticipation of future triggers.

While previous studies have analyzed attitudes and reactions of users to specific triggers of a
sense of dataveillance using quantitative surveys (e.g., Frick et al., 2021; Zhang et al., 2023),
experimental designs (e.g., Stoycheff, 2016), web traffic analysis (Penney, 2016; Penney et al.,
2025), and qualitative focus groups (Lupton & Michael, 2017), these designs employed predefined
triggers of a sense of dataveillance and did not gather an extensive list of triggers due to not allow-
ing for open answers or having a different focus. Hence, there is a lack of user-centered, compre-
hensive, and systematic research on what the triggers of a sense of dataveillance are and how they
are characterized, which is needed to thoroughly understand the formation of a sense of dataveil-
lance (Biichi et al., 2022).

Dataveillance Imaginaries. A sense of dataveillance is not only elicited by triggers but also further
shaped by individuals’ dataveillance imaginaries (Kappeler et al., 2023). Such sense-making pro-
cesses of digital technologies by internet users have been explored in prior research under various
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terms. In digital advertising research, the concept of surveillance beliefs pertaining to ideas about
the extent and purpose of surveillance has been linked to the extent of perceived surveillance.
Surveillance beliefs are shaped by information about surveillance practices and by people’s past
experiences with digital technology (Strycharz & Segijn, 2022). Personal understandings of data-
veillance are also discussed in the context of folk theories, which individuals rely on to comprehend
phenomena in everyday life, such as technological systems (DeVito et al., 2017; Zhang et al.,
2024), algorithms in the media (Ytre-Arne & Moe, 2021), or algorithmic profiling (Biichi et al.,
2023). Recently, people’s sense-making processes of dataveillance have also been put into context
with the notion of imaginaries, offering a more socially grounded and comprehensive perspective
(Kappeler et al., 2023). Rather than focusing only on personal understandings of context- or device-
specific surveillance (Segijn et al., 2025; Strycharz & Segijn, 2022) or on subjective assumptions
about how systems and algorithms work (DeVito et al., 2017; Siles et al., 2020), imaginaries are
understood to be shaped by both individual experiences and broader demographic and sociocultural
contexts (Bucher, 2017). Thus, they reflect both personal sense making and the social structures in
which it unfolds. Imaginaries encompass entire data ecosystems and help explain broader behav-
ioral responses, such as self-inhibition, beyond specific contexts or technologies (Kappeler et al.,
2023).

Empirical research indicates that dataveillance imaginaries differ in terms of the actors, work-
ings, data types, and consequences of dataveillance (Kappeler et al., 2023). Furthermore, Zhang
et al. (2023) found that users imagine diverse purposes of dataveillance practices ranging from
advertising and personalization to research and the manipulation of opinions and behaviors.

While such imaginaries are not necessarily based on factual information or expert views, they
impact individuals’ sense of dataveillance and their responses to it (Kappeler et al., 2023).
Therefore, while dataveillance imaginaries can be shaped by experiencing triggers of a sense of
dataveillance, they can also affect whether an everyday life event becomes a trigger, implying
that an event that triggers one person’s sense of dataveillance might not do so for another. While
empirical research on dataveillance imaginaries is emerging (Kappeler et al., 2023), the factors
determining whether everyday life events become triggers of a sense of dataveillance are underex-
plored. It also remains unclear how the interplay between characteristics of an event, people’s data-
veillance imaginaries, and their anticipation of triggers might relate to experiencing events as
triggers.

Method

To explore this study’s research objective (i.e., mapping the triggers of a sense of dataveillance), a
semi-structured, solicited, and event-based digital diary study was conducted with Swiss internet
users. This method ensures in situ reporting of events and minimizes recall bias in participants
(Bartlett & Milligan, 2015), which has been a limitation of data collection methods employed
thus far to explore events triggering a sense of dataveillance (e.g., Bucher, 2017).

Recruitment and Sample

We recruited participants through an advertisement posted on public marketplace websites of vari-
ous Swiss universities and disseminated it to the extended network of the research team. The study
was framed as an opportunity to actively contribute to academic research to recruit people interested
in the topic and motivated to contribute to research. For this purpose, the study instructions dis-
closed the research goals, and the inclusion criteria for participants were: 18 years of age or older,
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internet users, and interested in internet-related topics, which we chose to heighten the participants’
awareness of the topic to ensure comprehensive reporting of triggers. First, participants received a
short screening questionnaire about their daily amount of internet use, self-reported internet skills,
and sociodemographic characteristics. Then, aiming for variation in the sample, participants were
individually contacted based on age, gender, education level, and internet skills and asked to sign
up for participation and provide written informed consent. Table 1 displays the final sample. All
participant information is anonymized. After the study, participants received a small remuneration.

Data Collection

Between July and October 2022, we asked the participants to report on WhatsApp or Signal at least
daily for 4 weeks about triggers of a sense of dataveillance they experienced. Because the recruit-
ment was rolling, participants started at various times but participated for the same duration each.
We prompted participants at the beginning of their participation to report whether they experienced
an event where they felt that their data were collected and analyzed, felt monitored, encountered the
dataveillance topic in another way, or thought another person might think of the topic. In such a
case, we asked participants to describe the situation and provide contextual details about their activ-
ities at the time, the people involved, and if they were using a device or service. The study instruc-
tions summarized this information and were always accessible to participants. Participants then sent
us their reports once per day on their own schedule. When they did not send a message for more
than two consecutive days, we sent a reminder message asking for a report in hindsight. All materi-
als of the recruitment and data collection are shared on Figshare.'

Description of Data

In total, the data set comprises N =276 triggers of a sense of dataveillance. The reports consisted of
multimodal data including text or voice messages and screenshots, pictures, or links providing more

Table I. Sample Characteristics.

Pseudonym Gender Age Education Internet Use Time (h Per Day) Internet Skills
Denis M 27 High 4.5 Good
Maria F 26 High 4 Excellent
Anna F 27 High 10 Excellent
Robert M 34 Medium 4 Very good
Monika F 56 High 5 Sufficient
Elena F 35 High 16 Very good
Jose M 41 High 12 Very good
Tatjana F 29 Medium 8 Very good
Natalia F 21 Medium 4 Good
Katharina F 30 High 10 Excellent
Daniel M 26 High 8 Excellent
Irina F 32 High I Excellent
Daria F 21 High 6 Very good
Vera F 24 High 8 Very good
Ivan M 32 High 5 Very good
Laura F 23 High 6 Very good
Paul M 40 Low 3 Very good
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Figure 2. Examples of Reports with Multimodal Data.

detailed information about the trigger as shown in Figure 2. The between-person differences in fre-
quency of reports of triggers were high, with some participants reporting them multiple times a day
and others only a few times a week. Participants often provided additional information about their
experiences, including assessments, opinions, and explanations of triggers, the life domains in
which they occurred, the people involved, and the devices, services, or applications used.

Data Analysis

The reports were transcribed (Meredith, 2016) and analyzed using qualitative content analysis,
which offers a systematic approach to categorize and interpret multimodal qualitative data
(Puppis, 2019). First, broad categories of triggers of a sense of dataveillance were deductively
derived from the literature (Penney, 2016; Stoycheff, 2016; Strycharz et al., 2022). These included
news reports, digital notifications about data policy, and personalized ads or feeds. Because parti-
cipants were asked to not only report triggers that they experienced when using the internet but also
in all domains of everyday life, triggers were expected to occur both online and offline. The derived
examples of triggers and their mode (online/offline) built an initial deductive coding framework.
Through inductive open coding, additional themes emerged from the data which reflected categor-
ies of triggers expanding the initial framework. The unit of analysis comprised single events
reported by participants, which triggered their sense of dataveillance. Additional information about
the triggers as well as the participants’ use of language in describing them were also coded and cate-
gorized. The first round of coding was conducted with the reports in their original language (i.e.,
German) by the main coder, a native speaker. To enable collaboration in the research team during
the coding process, the coded sequences were translated into English. The main coder, also fluent in
English, regularly referred to the original reports throughout the coding process to avoid losing crit-
ical information due to translation. To further ensure semantic accuracy, the research team
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collaboratively discussed idiomatic expressions and ambiguous phrases and documented implied
meanings and emotional tone through analytic memos (Vanover et al., 2022). Finally, the main
coder cross-checked key quotes against the original entries.

Findings

This section discusses our findings. First, we present a characterization of online and offline triggers
of a sense of dataveillance based on the perceived trigger-initiating actors (i.e., corporate actors,
public actors, private individual actors, and the self). Second, we explore the everyday life events
that became triggers, and their determinants. Triggers occurred when users consumed information
about dataveillance or felt that they were or someone else was subjected to it. For all triggers, at the
person level, dataveillance imaginaries were an important determinant in everyday life events
becoming triggers. Additionally, when users felt subjected to dataveillance, at the trigger level,
the visibility of dataveillance practices determined whether an everyday life event became a trigger.

We also found that triggers activated negative feelings when the perceived intrusiveness of data-
veillance was disproportionate to its purpose, when users were uncertain about how dataveillance
works, and when user agency was low.

Characterization of the Triggers of a Sense of Dataveillance

The reports of triggers of a sense of dataveillance in our sample confirmed that triggers occurred
both online and offline (i.e., when participants actively used the internet or digital technology
and when they did not). When describing the triggers, the participants identified the perceived
actors who initiated the events that became triggers. They considered these actors responsible for
the occurrence of the trigger. Participants identified these actors from the available information
about the trigger and their own dataveillance imaginaries. This revealed that triggers included
events that not only happened to participants due to other actors but also events initiated by parti-
cipants themselves. Based on the reported trigger-initiating actors, a characterization of online and
offline triggers of a sense of dataveillance was created (Table 2).

In many instances, the same type of trigger was experienced both online and offline, such as self-
initiated information-seeking practices. Although all types of triggers could theoretically occur
online and offline, some were only reported in one mode. For example, privacy breaches initiated
by corporate actors were only reported offline. Although possible, similar online events such as data
leaks by social media platforms were not mentioned by participants. Corporate actors and partici-
pants themselves were the most named trigger-initiating actors, followed by other individuals and
public actors.

Everyday Life Events as Triggers of a Sense of Dataveillance

Everyday life events became triggers of a sense of dataveillance when participants consumed infor-
mation about dataveillance or when they felt that they were or someone else was subjected to it.
Feeling subjected to dataveillance was either immediate or anticipated: participants either felt sub-
jected at the time of the trigger or anticipated being subjected at a later point, indicating a temporal
dimension in perceiving dataveillance.

The distinction between consuming dataveillance-related information and feeling subjected to
dataveillance is in line with literature suggesting that a sense of dataveillance can be influenced by
both public scandals about dataveillance practices and personal experiences (Biichi et al., 2022).
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Table 2. Characterization of Triggers of a Sense of Dataveillance.

Trigger-Initiating Actor

(Who Initiated the Everyday Life
Event that Triggered a Sense of
Dataveillance?)

Trigger Mode (In What Mode did the Everyday Life Event that Triggered a Sense
of Dataveillance Occur?)

Online

Offline

Corporate actors (e.g.,
private companies,
organizations, stores,
platforms, device
manufacturers)

Public actors (e.g., public
administrations,
governmental actors, public
institutions)

Notifications: seeing notifications

for changes of data policies of
platforms and services, cookies,
privacy warnings by browsers and
tracking blockers, current mobile
data use from mobile phone
provider, updates on financial
transactions, data collection cues
on smartphones (e.g., visual
indications that microphone/
camera are activated)

Customer retention measures:

seeing personalized content (e.g.,
ads, feeds, commercial offers,
automatically generated emojis,
and spam) and ads containing
dataveillance-related information

Service access requirements:

facing a requirement to disclose
personal information to use a
service (e.g., online forms to
access a free trial, to create a
profile, to use a job application
tool, or to perform commercial
transactions)

Service access requirements:

facing a requirement to agree with
a data protection declaration to
use a service (e.g., to submit a job
application)

Customer retention measures:

seeing physical ads in public spaces
containing dataveillance-related
information (e.g., statistics of
customer data of an online shop)

Service access requirements:

being required to use an access
control device (e.g., scanning a
membership bracelet to enter the

gym)

Public postings: seeing a QR code

on a sticker on a railing

Privacy breaches: having access to

other customers’ private
information without authorization
(e.g., receiving another person’s
phone bill)

Public postings: seeing notices of

citizen surveillance through CCTV
and Wi-Fi data collection at a
metro station, seeing 2 QR code
(e.g., on a sign in a public library)

(continued)
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Table 2. Continued.

Trigger-Initiating Actor

(Who Initiated the Everyday Life
Event that Triggered a Sense of
Dataveillance?)

Trigger Mode (In What Mode did the Everyday Life Event that Triggered a Sense
of Dataveillance Occur?)

Online

Offline

Private individual actors
(e.g., other (un)known
individuals)

Self (i.e., participants)

Privacy breaches: experiencing

hacking and phishing attempts by
strangers (e.g., hacking attack on
devices, requests by fake profiles
on social media)

Observation of privacy

measures: other people avoiding
certain digital services (e.g.,
WhatsApp) or disclosing personal
information online

Information-seeking practices:

seeking information about
dataveillance-related topics in
news articles, blogs, podcasts, and
radio shows

Self-expression practices:

participating on social media (e.g.,
updating a profile or posting
content), in opinion surveys (e.g.,
market or customer experience
research), and in digitally mediated
conversations about
dataveillance-related topics (e.g.,
on a messenger service, phone, or
video call)

Self-monitoring practices:

allowing the status and history of
own online activities, tracking own
location with a smartphone or
wristband, synchronizing a service
on multiple devices (e.g,
WhatsApp on desktop and
smartphone)

Privacy breaches: having access to

other customers’ private
information without authorization
(e.g., a train conductor digitally
registering and loudly reading out
personal information of a
passenger without a ticket)

Privacy notices: receiving a data

protection reminder from an
employer

Observation of privacy

measures: other people formally
refusing consent to photographs
(e.g., not signing a permission slip),
withholding or anonymizing
personal information when asked
by others, and avoiding credit card
payments

Information-seeking practices:

seeking information about
dataveillance-related topics in
offline news articles or museums

Self-expression practices:

participating in in-person
conversations about
dataveillance-related topics

Self-monitoring practices:

undergoing medical examinations
(e.g., blood donation and general
health check-up)

(continued)
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Table 2. Continued.

Trigger-Initiating Actor

(Who Initiateq the Everyday Life  Trigger Mode (In What Mode did the Everyday Life Event that Triggered a Sense
Event that Triggered a Sense of of Dataveillance Occur?)
Dataveillance?)

Online Offline

Personal privacy measures:
avoiding certain services and
devices (e.g., work laptop), using a
browser in private mode, using ad
and tracking blockers

This finding further mirrors the distinction between information- and experience-driven
surveillance beliefs in the dataveillance effects in advertising landscape framework (Strycharz &
Segijn, 2022).

Consuming Information About Dataveillance. In some cases, the participants’ sense of dataveillance
was triggered by consuming information about dataveillance as a general concept or idea.
Because the information consumed was not about the participants’ own behaviors, they did not
feel subjected to dataveillance when these triggers occurred. For instance, Daniel (m, 26) read
news articles about Google Chrome’s dataveillance practices:

Google Chrome (...) scans the operating system and all data on the computer to check if these could conflict
with Chrome addons. In other words, Alphabet is spying on user data under this pretense without anyone
having ever consented to it and without informing users — maybe [they did] in the terms of service. | wonder
if this is even legal.

This event triggered Daniel’s sense of dataveillance because he consumed explicit information
about dataveillance practices. Considering that the consumption of information can heighten the
anticipation of similar future information (Neisser, 1978), it is likely that other everyday life events
related to Google or similar corporate actors, which may not have triggered Daniel’s sense of data-
veillance before, will do so in the future. As these news articles were addressed to a larger audience
and were not directly tied to his online search behavior, Daniel did not express a feeling of being
subjected to dataveillance when experiencing the trigger.

Feeling Subjected to Dataveillance. In other cases, participants experienced triggers within everyday
life events where they felt that they were or someone else was subjected to dataveillance.

Feeling Themselves Subjected to Dataveillance. Most triggers in our sample were reported as per-
sonal experiences of being subjected to dataveillance. For example, Katharina (f, 30) felt subjected
to dataveillance when she had to disclose sociodemographic information to order from an online
retailer:
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You are asked for your exact date of birth on the grounds of the protection of minors. It would be less intru-
sive (and therefore more proportionate) if you simply had to confirm with “yes” or “no” whether you are
already 18 years old. In this case, personal data are unnecessarily collected.

Because Katharina was required to disclose her own information, she felt subjected to dataveil-
lance. She further considered the retailer responsible for initiating this trigger when describing the
required information disclosure. This reflects experience-driven surveillance beliefs discussed in
advertising studies, where consumers become aware of targeting practices through experiences
rather than explicit information (Strycharz & Segijn, 2022).

These examples from Daniel and Katharina further show that participants can have negative feel-
ings toward triggers of a sense of dataveillance when they consider dataveillance disproportionate
to its perceived purpose. Daniel considered Google Chrome’s dataveillance practices a violation of
user rights because of a lack of conscious consent. His emphasis on reading about this in the news
implies his initial unawareness of it. He considered the company’s practices highly questionable,
using accusatory terms like “spying ” and questioning their legality. Daniel thus demanded infor-
mation transparency from the company about its dataveillance practices. His mentioned lack of
knowledge about the terms of service and users’ consent to such extensive dataveillance relates
to debates about online consent processes (Solove, 2013). Studies have shown that users tend to
perceive terms of service policies as a nuisance and habitually agree to them without reading
them (Obar & Oeldorf-Hirsch, 2020).

Similarly, Katharina deemed the dataveillance practices violating and disproportionate to their
perceived purpose, as reflected in her description of the event as intrusive and unnecessary, despite
the clearly communicated purpose of dataveillance. This contradicts research suggesting that overt
data collection promotes favorable affective responses in consumers (Aguirre et al., 2015; Grigorios
et al., 2022; Segijn et al., 2021). Instead, Katharina’s example implied that transparent data collec-
tion alone is not sufficient for favorable user attitudes toward perceived dataveillance practices, but
the degree of intrusiveness of dataveillance needs to be proportionate to its communicated purpose.
Empirical research has shown that trust in institutions and low levels of anxiety among consumers
are central to positive attitudes toward disclosing personal data (Robinson, 2018), which were both
lacking in Katharina’s case. By her placing the order despite privacy concerns, the example alludes
to privacy calculus research suggesting that whether users disclose personal information to use a
service or purchase a product depends on their rational assessment of perceived privacy concerns
and benefits of information disclosure (Plangger & Montecchi, 2020).

Everyday life events also became triggers when participants anticipated being subjected to data-
veillance. Jose (m, 41) reported such an experience when seeing a Quick Response (QR) code on a
walk (Figure 3).

Jose commented:

I was not sure if I should scan the QR code because there was no information about it at all and I thought I
might be directed to an unsafe website.

Jose did not scan the QR code due to data security concerns, which outweighed his curiosity
about it. While he was therefore not subjected to dataveillance when experiencing the trigger, he
anticipated that scanning the code would subject him to it. The lack of additional information
left Jose somewhat uncertain about the workings of dataveillance and whether his anticipation of
data security threats was justified, which he expressed with caution and suspicion toward the
trigger.
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Figure 3. Picture of the QR Code Sent by Jose.
QR: Quick Response.

Feeling That Someone Else is Subjected to Dataveillance. Besides consuming information about
dataveillance and feeling themselves subjected to it, some participants’ sense of dataveillance
was triggered when they felt that other people were subjected to dataveillance. For example,
Natalia (f, 21) watched a presentation on Zoom about a study program in sexual education and
felt that other people in the video call were subjected to dataveillance:

The presenters are talking quite openly (...) about their topics and the study program. (...) Many of them
have their cameras turned on. I think it’s very interesting how very different it can be [for each person] how
much they want to reveal of themselves (...) and that for some people it doesn’t matter what they reveal of
themselves and where.

Although Natalia participated in the same video call as the presenters, the presenters’ online
communication behavior rather than her own triggered her sense of dataveillance. The presenters
openly talked about sexuality, a topic that Natalia seemed to perceive as rather sensitive, and
they revealed their faces while presenting. She pointed out the subjective differences in views on
privacy protection and claimed that “some people” (i.e., the presenters) are rather careless about
their privacy. By emphasizing the behavior of “some people”, Natalia implied that she would be
more cautious about her own privacy. This experience led Natalia to feel that the presenters
were, but she herself was not subjected to dataveillance.

Determinants of Everyday Life Events Becoming Triggers of a Sense of Dataveillance. The everyday life
events reported as triggers varied between the participants. Some triggers (e.g., personalized ads
and cookie notifications) were reported by most participants, which reflects commonly discussed
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online triggers in extant literature (Shankar et al., 2021; Stoycheff, 2023; Strycharz et al., 2019a;
Strycharz & Segijn, 2022). Still, a few participants never reported common triggers such as cookie
notifications, which is notable considering the legal requirement for cookie consent under the
General Data Protection Regulation (GDPR) (Hu & Sastry, 2019) and given that all participants
in our sample were internet users and likely encountered some form of cookie notification.
Furthermore, some triggers, such as personal privacy measures and service access requirements,
were reported by only a few participants in our sample despite the plausibility that they were experi-
enced by most participants. Hence, we argue that whether an everyday life event became a trigger of
a sense of dataveillance was personal and subjective.

Our data revealed two determinants for whether an everyday life event became a trigger: (1) per-
sonal dataveillance imaginaries and (2) the trigger-related visibility of dataveillance practices.
Dataveillance imaginaries were an important person-level determinant for all triggers, whereas
the visibility of dataveillance practices was an important trigger-level determinant for the instances
in which the participants felt subjected to dataveillance.

Users’ Dataveillance Imaginaries. All everyday life events that became triggers in our sample were
determined by the participants’ dataveillance imaginaries (i.e., who they think does what to what
data and with what consequences; Kappeler et al., 2023). Participants expressed their imaginaries
either explicitly in their reports or through interpretive narratives.

Returning to the example of Daniel consuming information about Google Chrome’s
dataveillance practices through news articles, his dataveillance imaginaries played a role in
determining that this everyday life event triggered his sense of dataveillance and in his inter-
pretation of it. His use of the word “spying” and his questioning of the practices’ legality
implied that Daniel imagined corporate actors engaging in deceitful dataveillance practices
that exploit users’ tendency not to (carefully) read terms of service (Obar & Oeldorf-Hirsch,
2020). He also imagined that users would not consent if explicitly asked. Hence, the article
became a trigger because consuming the information activated Daniel’s cognitive processes
and led him to connect the event to his imaginaries about dataveillance workings and the cor-
porate actors involved.

Dataveillance imaginaries also determined whether everyday life events where participants felt
that they were or someone else was subjected to dataveillance became triggers. In many cases, such
triggers were an assumed result of dataveillance, such as personalized ads. Laura (f, 23), for
instance, saw an Instagram ad for a student discount (Figure 4).

Laura reported:

They know I’'m a university student.

Laura sensed that the ad was a result of dataveillance although it was not clearly communicated
to her. She remarked that “they”, that is, the platform and advertiser, “know” her current education
status and have thus initiated this trigger. This implied she felt subjected to dataveillance even with-
out clear information about actual dataveillance practices. Hence, Laura engaged in sense-making
processes relying on her dataveillance imaginaries, which informed her about the kind of collected
and analyzed data, the actors involved, and the personalization process.

Furthermore, referring to the platform, algorithmic processes, and the advertiser as “they” speaks
to the personification of surveillance, a common theme in folk theories (Siles et al., 2019, 2020)
arising from personal experiences with algorithmic workings rather than factual information about
dataveillance (Dogruel, 2021). Empirical research has shown that algorithms and algorithmic-
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Figure 4. Screenshot of the Ad Sent by Laura.

selection applications are often imagined as human-like entities (Festic, 2022; Siles et al., 2020)
conveying the meaning that “someone is watching you” (Kelly, 2022, p. 173).

Similarly, Robert (m, 34) felt subjected to dataveillance when he saw a personalized news feed
with heart-shaped buttons to “like” articles he was interested in:

Here I can like Google [News] articles, which generates data collection and the favoring of [certain] articles.

This example reflects a few elements of Robert’s dataveillance imaginaries. First, although
Robert did not see explicit information on the platform about the effects of “liking” content, he
had a clear idea of his role in steering dataveillance practices. He emphasized feeling subjected
to dataveillance by stating that this action “generates data collection”. Second, the connection
Robert makes between the interactive functionalities of the platform (“like” button) and
the expected outcome of his interaction (favoring articles) was thus rooted in his dataveillance ima-
ginaries. These imaginaries will likely be reinforced if future news suggestions align with the inten-
tionally liked content, and Robert likely anticipates personalized content in the future.

Such personalized content activated negative feelings in Laura, but positive feelings in Robert,
depending on the perceived degree of user agency. Laura sensed the personalized ad on Instagram
as an intrusion, evoking powerlessness and unease. This aligns with studies showing that covert
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dataveillance practices promote unfavorable user attitudes (Grigorios et al., 2022). Specifically for
personalized advertisements, rejection and privacy concerns are more likely when users are not
informed about data collection (Boerman et al., 2021; Strycharz et al., 2019b). Like Laura, users
then tend to feel vulnerable and uncomfortable (Aguirre et al., 2015; Herder & Zhang, 2019).
The ad’s unexpectedness, combined with Laura’s imaginaries about personal data collection, left
her feeling without agency as the event could neither be undone nor changed.

Robert’s example shows that when users perceive high agency, personalized content can activate
positive feelings. His intention to curate his news feed speaks to research on users’ perceived cap-
abilities to steer and alter outcomes of dataveillance practices in digital media. Such microlevel
algorithm engagement reflects low-effort, routine productive acts aimed at strategically steering
one’s media experience (Kapsch, 2022).

By pointing out his capability to act (“I can like articles™), Robert highlights his agency facili-
tated by the functionality of the platform (i.e., the “like” button) and positively describes the
expected outcome of data analysis (“favoring”). Unlike Laura, he implied no concerns regarding
data collection. He instead had a favorable attitude toward personalized content and acted to
improve such recommendations.

Everyday life events also became triggers because some participants noticed implicit dataveillance
cues, which they explained based on their dataveillance imaginaries. For example, Natalia saw a dot on
her smartphone screen and understood it as a cue for background data collection by an app:

When I have WhatsApp running in the background on my iPhone, a green or orange dot appears in the
upper right corner. I assume that the microphone or the camera are still running in these moments even
though I don’t consciously want this.

Seeing the dot activated her sense-making processes, exemplified by her statement associating it
with technical features on the device and a specific app despite no clear evidence for it. This reflects
her dataveillance imaginaries about the workings and actors of dataveillance, according to which
apps can employ technical features of a device for dataveillance purposes without obtaining users’ con-
sent. Yet, by saying she “assumes” that this is the case, she expressed an uncertainty about such data-
veillance workings. She emphasized that, if her supposition were true, it would be a privacy violation.

Like Jose when seeing a QR code in public, the lack of available explicit information and her
uncertainty about dataveillance workings left her doubtful about whether her supposition of being
subjected to dataveillance was justified.

Visibility of Dataveillance Practices in Triggers. Besides dataveillance imaginaries, the visibility of
dataveillance practices was a second determinant for triggers where participants felt subjected to
dataveillance. In most cases, the visibility of dataveillance practices was in line with the dataveil-
lance imaginaries, which determined whether an everyday life event became a trigger.

The following examples reflect instances where the visibility of dataveillance practices seemed
more important than existing dataveillance imaginaries. This was the case when dataveillance prac-
tices were overt to participants, that is, when the trigger revealed the kind of data collected and ana-
lyzed as well as the method of data collection and analysis. For example, when Katharina was
required to disclose the exact date of birth to place an online order, the kind of collected and ana-
lyzed data as well as the purpose of the dataveillance practice were explicitly mentioned in the
checkout process. Hence, visibility played a central role in this everyday life event triggering her
sense of dataveillance.
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Figure 5. Picture of the QR Code Sent by Katharina.
QR: Quick Response.

In another instance, Katharina saw a QR code to an online survey on a sign in a public library as
shown in Figure 5.
She commented:

Data are explicitly collected in this library to find out which methods users employ for media procurement.

In contrast with Jose’s encounter with a QR code where dataveillance practices were not visible due
to a lack of information, the sign provided explicit information about the trigger-initiating actor (the
public library), the purpose of data collection and analysis (gaining insights into how people obtain
media from the library), and the handling of the collected data (data are anonymized, analyzed only
for the stated purpose, and then deleted). Although she did not scan the code, Katharina anticipated
being subjected to dataveillance if she had done so due to the overt visibility of dataveillance practices.

Conclusion

This study mapped the triggers of a sense of dataveillance and explored from a user perspective (1)
what the triggers of a sense of dataveillance are and how they can be characterized and (2) which
everyday life events become triggers and why.
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Our findings show that first, the reported online and offline triggers are characterized by the
perceived trigger-initiating actors. These triggers are deeply embedded in all aspects of every-
day life. This characterization can inform future empirical studies investigating individual dif-
ferences in forming and experiencing a sense of dataveillance and its consequences. Second, we
found that everyday life events become triggers of a sense of dataveillance while consuming
information about dataveillance or while feeling subjected to dataveillance. This mirrors the
distinction between surveillance beliefs into information-driven and experience-driven beliefs
by Strycharz and Segijn (2022) and therefore provides further insight into the interconnection
of triggers and dataveillance imaginaries. Our research adds to literature on a sense of dataveil-
lance by showing that individuals can feel that either they are or that someone else is subjected
to dataveillance. This feeling can be either immediate or anticipated, highlighting a temporal
dimension in perceiving dataveillance.

Furthermore, our analysis revealed individual differences regarding which everyday life events
become triggers. The common determinant of whether everyday life events became triggers was
individuals’ dataveillance imaginaries. Events became triggers when they connected to imaginaries
about the actors, workings, data types, and consequences of dataveillance (Kappeler et al., 2023).

Additionally, the visibility of dataveillance practices also determined whether everyday life
events, in which individuals felt subjected to dataveillance, became triggers. This was the case
when the kind of collected and analyzed data, and the method of data collection and analysis
were overtly visible.

We also found that participants experienced negative feelings with triggers when the perceived
intrusiveness of dataveillance was not proportionate to its purpose which relates to the privacy cal-
culus (Plangger & Montecchi, 2020), when users were not certain about the workings of dataveil-
lance, and when user agency was low.

Although participants provided additional information about the triggers, follow-up interviews
would have been beneficial for nuanced context of reported triggers. A further limitation is the high
proportion of users with self-reported high internet skills, high education levels, and young age in
the sample. While the sample reflects the skill level of the Swiss population (Latzer et al., 2023a), it
includes users who likely have greater digital and algorithmic literacy (e.g., Bachmann &
Hertweck, 2025; Kappeler, 2024) and already are more sensitized to dataveillance practices, poten-
tially making them more sensitive to certain triggers, e.g., personalized ads (Boerman & Segijn,
2022; Segijn & van Ooijen, 2020). While this bias should be acknowledged, the findings remain
valuable for mapping triggers of a sense of dataveillance among digitally engaged users, with simi-
lar patterns expected in other sociodemographic groups. Nonetheless, future research should
include less skilled, less educated, and older users to assess differences across groups, which are
plausible as sociodemographic backgrounds and digital media use influence how people encounter
and make sense of digital technologies and data (Das, 2024). The sample bias in this study likely
stems from the recruitment strategy (i.e., online ad dissemination), and the study’s framing as an
opportunity to actively contribute to research. This may have led to a self-selection bias of skilled,
highly educated, and young internet users. To recruit a more diverse sample, future studies could
offer nondigital formats, such as pen-and-paper diaries, and recruit offline through community cen-
ters, senior organizations, or institutions for continuing education.

A methodological limitation of this diary study is slight respondent fatigue (Bartlett & Milligan,
2015), reflected in shorter or less frequent trigger reports by some participants toward the end of the
study. However, most participants continued reporting previously experienced triggers. This sus-
tained engagement was likely supported by the participation requirement of interest in
internet-related topics and the regular reminders from the research team.
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This article provides several contributions to research on the formation of a sense of dataveillance
and chilling effects. Empirical research on the triggers of a sense of dataveillance is essential for the
understanding of chilling effects because triggers initiate the causal mechanism of chilling effects
(Biichi et al., 2023). This study provides an innovative user-centered approach to empirical research
on triggers, allowing for expansive open answers from a user perspective instead of predefining spe-
cific triggers. This revealed that extant literature has not exhaustively discussed different types of trig-
gers (e.g., observation of privacy measures) which is essential for thoroughly investigating the sense
of dataveillance and its consequences. Our characterization of triggers therefore provides a basis for
further empirical research exploring the effects of specific everyday life events.

Furthermore, the in situ study design minimized the recall bias, a common methodological chal-
lenge in chilling effects research where effects are likely small (Biichi et al., 2023). The character-
istics we found for the triggers of a sense of dataveillance as well as the determinants of such
triggers lend themselves to further empirical analyses (e.g., as experimental stimuli) or can form
the basis for hypotheses regarding differences in experiencing chilling effects.

Our findings invite reflection on the structural conditions under which triggers are experienced
and how they are embedded in broader economic structures. As imaginaries are not only subjective
but also socially grounded (Bucher, 2017; Kappeler et al., 2023), triggers are also shaped by the
social, cultural, and political context in which they occur. They reflect broader structural asymmet-
ries in the digital ecosystem, particularly between users and corporate actors with often opaque data
practices. The feelings of being watched, tracked, or profiled expressed by participants resonate
with dynamics characteristic of surveillance capitalism (Zuboff, 2019), in which user data are com-
modified and used to predict and influence behavior, often without meaningful consent or transpar-
ency (e.g., Couldry & Mejias, 2019). Participants’ reports often conveyed mistrust, uncertainty, or
perceived loss of control, indicating an implicit awareness of these imbalances. The reported trig-
gers thus can be seen as everyday reflections of data practices that position users primarily as
sources of information.

This article also contributes to the governance of dataveillance practices aiming to constrain
undesired and promote desired consequences. This is central considering the lacking consensus
in literature about whether triggers should be kept covert to prevent undesired consequences like
chilling effects (Biichi et al., 2022) or if they should be prominent to increase people’s awareness
and foster dataveillance literacy (Degeling et al., 2019). For instance, policies requiring websites
and platforms to disclose their data policies with pop-up notifications aim to keep the users’ sense
of dataveillance at a high level and sensitize them to dataveillance practices which can facilitate
people’s autonomous management of their privacy (Degeling et al., 2019). Similarly, design efforts
of websites and platforms are intended to disclose how personal information is used in ad gener-
ation to increase transparency of targeted ads (Barbosa et al., 2021; Kim et al., 2019). On the other
hand, to prevent inhibitory effects on digital communication behavior, users’ sense of dataveillance
should remain at a lower level (Biichi et al., 2022), which suggests keeping triggers of a sense of
dataveillance covert. Such conflicts of interest need to be addressed with an appropriate understand-
ing of potential differences in the everyday life events becoming triggers of a sense of dataveillance.
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